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Hawthorne Effect

nicolasdsampson.com, Observe And Learn: The Magic Of Paying Attention



http://nicolasdsampson.com/wp-content/uploads/2012/10/2010_12_06_observe-learn-magic-paying-attention.jpg

Goal-Question-Metric (GQM) Paradigm

Goal-oriented framework for identifying goals and necessary
corresponding metrics

Goal: measurement goals
Question: questions for evaluating goal achievement

Metric: objective or subjective metrics for obtaining
necessary quantitative data to answer questions

Goal achievement
evaluation

Identifying
metrics

Interpreting
measurement
results

Measured
value

Collected data

R. van Solingen, E. Berghout, “The Goal/Question/Metric Method” McGraw-Hill Education, 1999




GQM-based Multidimensional Measurements
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SEMAT-based Multidimensional measurements
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Ivar Jacobson, Pan-Wei Ng, Paul E. McMahon, lan Spence, Svante Lidman, “The Essence of Software Engineering: «8,'
The SEMAT Kernel,” Communications of the ACM, vol.55, no.12, pp.42-49, December 2012. o/




alpha as Project Measurement
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Example from ITA WG on project failuers

 An employee in charge of Bank office
inquires "registered customer information
cannot be browsed from the terminal®.

* |t was because a batch processing for the
previous day has ended abnormally due to
wrong data input.

* |t took about two hours to recover the
data, and employees at each office had to
handle customer inquiry manually.

* For that reason, we had received plenty of
complaints from customers who had been
waiting for a long time!

H. Washizaki, “Analyzing and refining project failure cases from wider viewpoints by using SEMAT Essence,” Essence
Conference in Seoul, 2017.
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Organization misalignment
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Business Level

Software Level

GQM+Strategies

* Alignment and tracing among goal, strategy

and data
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Context-Assumption-Matrix [iEice16]
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Takanobu Kobori, Hironori Washizaki, et al., “Exhaustive and efficient identification of rationales using GQM+Strategies with 15
stakeholder relationship analysis,” IEICE Transactions on Information and Systems, Vol.E99-D, No.9, pp.2219-2228, 2016. &
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Towards clear dependency and alignment
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Interpretive Structural Modeling (ISM)
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ISM-based Align ment [nicssie)

e Alignment for single GQM+Strategies model
e Future: alignment over areas and stakeholders
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Yohei Aoki, Takanobu Kobori, Hironori Washizaki, et al., “Identifying Misalignment of Goals and Strategies across Organization
Units by Interpretive Structural Modeling,” 49th Hawaii International Conference on System Sciences (HICSS), 2016
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Uncertain Future
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N. Tsuda, et al. lterative Process to Improve GQM Models with Metrics Thresholds to Detect High-risk Files, SANER 2015



Software reliability model (SRM)

Non-homogeneous

as actionable metric ot
Gompertz
#lssues
© Actual

— Predicted

Logistic

Da

Kiyoshi Honda, Hironori Washizaki and Yoshiaki Fukazawa, “GeneraliZed Software Reliability Model Considering Uncertainty aNgiie
Dynamics: Model and Applications”, International Journal of Software Engineering and Knowledge Engineering (IJSEKE), 2016.



Prediction with uncertainty

90

80 O—

60 o

D -, ffi -—ActualData
§ -=-QOur model
*

Time

Kiyoshi Honda, Hironori Washizaki and Yoshiaki Fukazawa, “Generalized Software Reliability Model Considering Uncertainty a
Dynamics: Model and Applications”, International Journal of Software Engineering and Knowledge Engineering (IJSEKE), 2016.24¢



Prediction with uncertainty
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Kiyoshi Honda, Hironori Washizaki and Yoshiaki Fukazawa, “Generalized Software Reliability Model Considering Uncertainty a
Dynamics: Model and Applications”, International Journal of Software Engineering and Knowledge Engineering (IJSEKE), 2016.25%



Uncertainty patterns and prediction

— Increase — Constant —— — Decrease —

Model 2 Model 3

55Ues
55Ues

! oo A1 300 400 30 il ! L) A1 I 400 300 il ! 100 A1 I 400 500 il
Lays LDays LDays

— Artual Wodel 1 — Upper ane*| |—ﬁ-.|:'.ua.l Model 2 — Upper ane*| |—ﬁ-.|:'.ua.l Model 3 — Upper ane*|

Kiyoshi Honda, Hironori Washizaki and Yoshiaki Fukazawa, “Generalized Software Reliability Model Considering Uncertainty av
Dynamics: Model and Applications”, International Journal of Software Engineering and Knowledge Engineering (IJSEKE), 2016.
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Self—Certified Quality
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ISO/IEC 25000 SQuaRE-based

WSQB17 .
Quality Measurement and Benchmark
E.g. Non-repudiation \
Waseda U. Team Vendor G. The events or actions cannot
be repudiated later through
1 | Concretize SQuaRE communication channels (paths).
measurements by Q1. Any path going through internal
GQM servers only?
Q2. Any path going through outside
2 | Prepare measurement servers?
methods: data forms, Q3. Any P2P communications?
static analysis,
questionnaire, user- M. Signed communication path ratio
testing \thSigned_paths / #Total paths
3 | Conduct code Fill data . .
. . Scores by using percentile
static analysis, forms,
. . . E.g., Top 30% = 0.7
user—testing questionnaire
#Products *
4 | Measure and
evaluate quality

Low Measured value High
H. Nakai, N. Tsuda, K. Honda, H. Washizaki and Y. Fukazawa, Initial Framework for a Software Quality Evaluation based on ,259,
ISO/IEC 25022 and ISO/IEC 25023, IEEE International Conference on Software Quality, Reliability & Security (QRS 2016)



wsae17 21 Japanese Products Measurement
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wsaB17  Relationships among characteristics

Internal /External Quality Quality In Use

Perf. Comp. Usa. Relia. Sec. Main. Port. | Effe. Effic. Sati. Free. Cont.

Func. | 0.31 0.19 (-0_72, 0.37 -0.05 0.50 0.31]-0.14 0.52 1.00 1.00 1.00
' Perf. 0.44 0.24 0.36 -0.17 0.37 0.32] 0.32 -0.10 -0.50 -0.50 -0.50
Comp. 0.04 0.17 -0.06 0.36 -0.04-0.14 0.05 -0.50 -0.50 -0.50
Usa. 0.17 -0.21 011 L,Q,_ZL , -0.09 -0.20 -1.00 -1.00 -1.00
Relia. 0.30 \0.41,1.0.45, 008 011 1.00 100 1.00
- Sec. 0.06 0.19 LO_64) -0.34 0.50 0.50 0.50
';,";'t”- 0.26 [-0.29 001 1.00 1.00 1.00
' 20,21 (067 050 0.50 _0.50
Effe. 0.03 -1.00 -1.00 -1.00
 Effic. .00 1.00 1.00
- Sati. .00 1.00
Free. 1,00

Negative correlation between usability

and functionality. et -
Need to adopt user—centered i __Pualve<0l 1}

development

H. Nakai, N. Tsuda, K. Honda, H. Washizaki and Y. Fukazawa, Initial Framework for a Software Quality Evaluation based on@
ISO/IEC 25022 and ISO/IEC 25023, IEEE International Conference on Software Quality, Reliability & Security (QRS 2016)




Security Patterns and Testing

% Role-based access control (RBAC) pattern
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TESEM: Test Driven Secure Modeling Tool

[ARES’13][ARES’13][IJSSE’14][ICST’15][Information’16]
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[ARES’13] Validating Security Design Pattern Applications Using Model Testing, Int’| Conf. Availability, Reliability and Security
[ARES’14] Verification of Implementing Security Design Patterns Using a Test Template, Conf. Availability, Reliability and Security
[I[USSE’14] Validating Security Design Pattern Applications by Testing Design Models, Int'l J. Secure Software Engineering 5(4)
[ICST’15] TESEM: A Tool for Verifying Security Design Pattern Applications by Model Testing, IEEE ICST’15 Tools Track
[Information’16] Implementation Support of Security Design Patterns Using Test Templates, Information 7(2)




window.onload = setEventHandler;
function setEventHandler () {

$(“reg type”) .onchange = calcPrice;

$ (“reg addcart”) .onclick = addCart;

s

function calcPrice() { === };
function addCart () {
if (isValidInput ()) {
regRunTrans () ;
} else {

alert (“Invalid user inputs”);
}
I

function regRunTrans () {

Price: $500

Type
All days -
Attendee
Regular 3
Payment

Early

Quantity: 1

Add to Canl

new Ajax.Request (“runTrans.php”, {

method: “GET”, parameters: getParams(),

onSuccess: succeeded });
'
function succeeded () { disableAll () ;
JumpToConfirm() ;

'




Finite State Machine Extraction

foncion seibveniindiong 1 CsetEventHander
$(“addcart”).onclick=addCart; onclick

...................................................
setpyentithadier >

/ .
onchange E.g. User Action [Mmahamoff’06]
Hce_e-onchange) o

ik “Prevent multiple calls of
'e specific user event handler”
[isValidInput()

requ

onSuccess

succeeded
[Mahamoff’06] M. Mahamoff, “Ajax Design Patterns”, O’Reilly Media Inc., 2006.

Y. Maezawa, K. Nishiura, H. Washizaki, S. Honiden, Validating Ajax Applications Using a Delay-Based Mutation Technique”,
29th IEEE/ACM International Conference on Automated Software Engineering (ASE 2014)
Y. Maezawa, H. Washizaki, Y. Tanabe and S. Honiden , “Automated Verification of Pattern-based Interaction Invariants in Ajax QEE

«E»

Applications, 28th IEEE/ACM International Conference on Automated Software Engineering (ASE2013) 4
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window.onload = setEventHandler;
function setEventHandler () {

s

$(“reg type”) .onchange = calcPrice;

$ (“reg addcart”) .onclick = addCart;

function calcPrice () { === };
function addCart () {

'

1if(isValidInput()) {
$ (“addCart”) .disabled = true;
reqgRunTrans () ;

} else {
alert (“Invalid user inputs”);
$ (“addCart”) .disabled = false;

}

function regRunTrans () {

new Ajax.Request (“runTrans.php”,

Price: $500

Type
All days »
Attendee
Regular 2
Payment

Early

Quantity: 1

Add to Cart

{

method: “GET”, parameters: getParams(),

onSuccess: succeeded }); }:

function succeeded () { disableAll ()

jumpToConfirm(),; };

°
4
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